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Welcome To Fox3 

Data leakage can be devastating. For a business, this can result in 

a loss of money and customers. For a country, this may result in the 

loss of independence. 

Dmitry Bahmat 

№01  United Kingdom 

№21  Australia 

№54 Mexico 

Global cybersecurity index 



About Fox3 

Fox3 is developing its own solutions, as well 

as improving and upgrading existing ones:  

- mobile and web applications 

- corporate information systems 

- application software 

- geographic information systems 

The Fox3 company is based  

in the Republic of Belarus  

and operates in the field of  

cybersecurity. The main areas for us are 

secure communications systems and Web 

Intelligence. 



Fox3 Core Values 
The following working principles are 

fundamental to the company 

Customers trust us to create reliable and functional 

products. We provide the best solutions 

Quality Above All 

We are big fans of transparency, because it builds 

trust and simplifies interaction 

Transparency 

Our company has a culture of innovation and 

continuous improvement, personal and professional 

growth 

Continuous development 

We believe that to achieve a result it is necessary to 

build mutually beneficial partnerships with customers 

Partnership 



Today, in the world there is an acute problem of 

communications protected from the most dangerous 

threats. 

 

 

The Fox3 company has set an ambitious aim: to 

ensure the safety of communications of the most 

important government departments and major 

corporations.  

 

 

We believe that advanced communications security 

technologies should be available to every 

organization. 

Searching for strategic partners and expanding 

customer base in the regions of Europe and 

North America 

Cooperation 

Implementation of our solutions in big 

corporations and significant government 

departments for permanent use 

Implementation 

Customer support, continuous updating and 

continued development of high-end solutions 

Technology development 

Development Goals 



Designed by the Fox3 company, the 

Communicator combines the most promising 

technologies in the field of information security 

and was created for modern companies that 

want to protect their communications from cyber 

threats.  

COMMUNICATOR 
SECURE CORPORATE  

COMMUNICATIONS PLATFORM  

Audio calls in an encrypted 

environment 

Messages and encrypted media 

files exchange 

Support for Android operating 

system 



Key Features 

Replaces popular messengers 

and does not require binding to a 

phone number 

Oriented to  

the corporate  

segment 

Strong encryption of transmitted and stored 

data, as well as the inability to disclose 

private information to third parties 

Not available 

on the Play Market 

Client-server architecture  

under full control  

of the customer 



COMMUNICATOR Platform 
cons is ts  ma in ly  o f  two  pa r t s  

To achieve the highest degree of trust, the server component 

of the platform is located in a trusted environment on the 

client side 

Server component 

It is an application for the Android operating system, which 

implements the most popular functions and methods of 

modern communications 

Client Application 



The Account Manager 

centrally realizes  

users administration 

Each user is assigned a login 

and password to sign in the 

application 

Authenticated users get full 

access to application 

functionality 

Centralized Management 



Server Component Applications Provide 

User management and determination 

of user visibility parameters among 

themselves 

Collection and display of statistics of use 

and control of authenticated user sessions 

Secure environment for communication 

through service messages 

Messages transfer from user to user 

and platform health monitoring  
Service, as well as tools for 

interacting with the account 

manager 



Instantly send photos, videos, 

voice and text messages, as 

well as files 

Speaker mode and 

screenshot notification, 

protection from screen 

catchers 

Voice calls with  

perfect forward secrecy 

(PFS) 

Access to the application by 

PIN or fingerprint 

Application Key Features 



Application Key Features 

Speaker mode 

activation 

notification 

Point-to-Point 

Encryption (p2p) 

Contact search, delivery 

and read statuses 

Personal and 

group chats 

Customization of 

the user interface 



Voice Calls 

Calls encrypted with a session key 

that is generated with every call 

Verification by comparing the 

fingerprint of a common session key 

(4 characters) 
A B C 

P2P encrypted voice and text 

communications 

Missed calls monitoring and 

notification 

SSL encrypted service 

information transfer D E F NAT restrictions bypass 



Messages Exchange  

Sub-System  

User-friendly and intuitive interface 

Storing data in secure local storage without storing 

messages on the server 

Unlike traditional messengers, such as WhatsApp, 

Telegram and Viber, the Communicator uses the customer’s 

server infrastructure 

P2P data encryption by default 



Additional Features 

Destruction timer and  

guaranteed message deletion 

Hiding messages from unverified users 

Providing demo accounts. May be 

effectuated remotely 

Customization of the interface according 

to customer requirements 

01 04 

02 05 

Notification about saving encrypted files in 

an open storage 

Ability to access source codes for audit 
03 06 



Solution Packages 

Deployment of the Communicator 

platform with the placement of 

the server component with 

access to the Internet on the 

territory of the customer.  

The Communicator platform is 

hosted on a server created 

specifically for the customer (or 

Software as a Service model-

based).  

The Communicator platform is 

deployed on the basis of a closed 

satellite or cellular network 

without access to the Internet. 

Deployment of the platform with 

the deployment of the 

infrastructure on the basis of a 

satellite network with access to 

the Internet. 



Relevance of the Platform 

96% 

Every 39 

seconds 

2 000 bln. 

USD 

67% 

In 2019 cybercrime cost US 

business  

Number of cyberattacks 

motivated by finance and 

espionage 

A cyberattack occurs against large 

companies and government 

agencies 

The number of cyberattacks has 

increased so much since 2014 



During the implementation of the activities, the Fox3 

specialists developed and implemented solutions in 

the regions of Europe and Central Asia. 

The Communicator platform has been tested and 

high rated in countries such as Switzerland, Israel, 

Russia and others. 

International References 



info@foxtree.dev 

 

www.fox3.by 

6/2, perm.12а Skryganova st. 

220073, Minsk 

Republic of Belarus 

Contact Us 

Are you afraid of data 

theft? 


